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About this Document

This document explains how to configure the virtual switches in your ESX host for use with
the Xangati appliance. This procedure is necessary for each vSwitch that is to be monitored
by the Xangati solution. The document explains how to use Promiscuous Mode without
compromising existing security policies.

1. The IP Address/Port/Values mentioned in the software installation process are for a
particular network. Please make the required changes according to your network.

2. During installation anything enclosed in [ ] indicates default value/setting. You can

make changes if required but must ensure that the format is maintained.

Some screen shots may be cut short for better readability.

4. <Enter> means hit the Enter key from the keyboard.

[98)
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1. Introduction

In an ESX4.0 environment, Netflow is not available on vSwitches or dvSwitches. Netflow is
available if the optional Cisco Nexus 1000V has been installed. Since it is usually desirable to
know what is happening inside an ESX host, the question becomes how to get at the traffic. One
option is to enable a “promiscuous” interface on the vSwitch inside the ESX host. Such an
interface receives a copy of every packet that passes through the switch. It is similar to a port-
mirror, or SPAN port on other devices.

This document shows how to enable promiscuous mode using the vSphere Client that is
normally used to manage VMware environments.

The procedure below has three major components:
1. Set up a new Promiscuous Mode Port Group
2. Set the Xangati NIC to be a member of that Port Group
3. Setup a “pcap” Flow Source on the Xangati appliance that uses that NIC

2. Installation Pre-Requisites

* An installed Xangati virtual appliance
o Xangati for ESX
o Xangati Management Dashboard Standard
o Xangati Management Dashboard Enterprise
* A VMware ESX host running v3.5 or v4.x code
* Administrative access sufficient to modify vSwitch configuration on the ESX Server
* vCenter Server (if vCenter integration features are desired)
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3. Enabling Promiscuous Mode for VMware vSwitches

. Log into the vSphere client and select the ESX host.

. Choose the “Configuration Tab” and then “Networking” in the Hardware area.
. The Virtual Switch summary page will appear as below.

. Click on the “Properties” link.

B W N =

(%) 10.3.4.111 - vSphere Client

File Edit View Inventory Administration Plug-ins Help
a Ej j Home D &',j Inventory b Eﬂ Inventory
+
& @
= Q g'a""l“ esxi-01.localdomain ¥YMware ESXi, 4.0.0, 171294 | Evaluation (59 days remaining)
RHELSSDE .. - e g =St b o i i e il S e
| Getting Started . Summary " Virtual Machines . Resource Allocation .| Performance - [RaRNE LN Uisers & Groups - | Events® | Permissions
Hardware Yiew: | Virtual Switch
Health Status Networking Refresh Add Networking... Properties. .,
Processors 1
Memery. Yirtual Switch: vSwitchd Remove... Properties... _
Storage Wirtual Machine Port Group Physical Adapters
Networking 53 M Network g -0 BB vmnicO 1000 Full  £2
B / Storage Adapters = 11 virtual machine(s)
Metwork Adapters RHELSSDE B
Advanced Settings Whikemel Port
7 Management Network @_
Software winkD) § 10,3.4.111
Licensed Features
g v
< 2
Recent Tasks X
Name Target Status Details Initiated by Requested Start Ti... =  Start Time Completed Time
(7 Tasks Evaluation Mode: 53 days remaining  root A
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This opens up a window that allows you to modify the vSwitch configuration by port group. All
the port groups on the “Ports” page are virtual. The items on the “Network Adapters” tab are
real physical NIC cards in the server. By highlighting a port group, you can see a summary of
its settings. In the example below, you can see that Promiscuous Mode is turned “Off” (Reject).
- EX

(%) vSwitch Properties

Ports } Network Adapters |

Configuration

wSwitch
Packet-100Y
Control-100%

WM Metwork.
Management Net. ..

PP

Promiscuous YLAN

Add...

Summary
56 Ports

Virtual Machine ...
virtual Machine ...
Virtual Machine ...
WMotion and IP ...
Virtual Machine ...

Edit...

vSwitch Properties

Mumber of Ports:

Default Policies

Security
Promiscuous Mode:
MAC Address Changes:
Forged Transmits:

Traffic Shaping
Average Bandwidth:
Peak Bandwidth:
Burst Size:

Failover and Load Balancing
Load Balancing:
Metwork Failure Detection:
Motify Switches:
Failback:
Active Adapters:
Standby Adapters:
Unused Adapters:

Reject
Accept
Accept

Part ID

Link Status only
Yes

Yes

vmnicO

None

Mone

Close Help

5. Create a new Port Group by pressing the “Add” button. The following dialog will

appear:

(%) Add Network Wizard

Connection Type

Connection Type

Connection Types

@ virtual Machine

Metworking hardware can be partitioned to accommodate each service that requires connectivity,

Add a labeled network to handle virtual machine network traffic.

" yMkernel

The ¥YMkernel TCR/IP stack handles traffic for the Following ESXi services: YMware YMotion, iSCSI, NFS,
and host management.

EEX

Help

< Back I Next > I

Cancel
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6. Select “Virtual Machine” and press Next. The following dialog will appear:

(%) Add Network Wizard

¥irtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to two or more hosts,

Connection Type
Connection Settings

Port Group Properties
Metwork Label:
VLAN ID (Optional}:

Preview:

IPromiscuous Port Group

5]

EEX

Virtual Machine Port Group
Promiscuous Port Group
YLAN ID: All

Wirtual Machine Port Group
Packet-100v
YLAN ID; 261

Wirtual Machine Port Group
Control-100%

VLAN ID: 260

Wirtual Machine Port Group
WM Network

Whikemel Port
Management Metwork
vmk0 ; 10.3.4,112

= - Physical Adapters

&3 vmnico

@

@

®

04

v

Help |

< Back | Next > I

Cancel |

(% Add Network Wizard

Ready to Complete

Verify that all new and modified virtual switches are configured appropriately.

Connection Type
Connection Settings
Summary

Host networking will include the Following new and modified vSwitches:

Preview:

Press “Finish” to complete setup of your Promiscuous Mode port group.

CEX

Virtual Machine Port Group
Promiscuous Port Group (o
YLAN ID: All

Wirtual Machine Port Group

Packet-100% (o

VLAN ID: 261

irtual Machine Port Group
Control-100Y [OF
VLAN ID: 260

Wirtual Machine Port Group
M Network

Whkemel Port
Management Network

vmkD : 10.3.4,112

nd

Wirtual Machine Port Group
Promiscuous YLAN
VLAN ID: all

I

—  Physical Adapters
y - o—a BF vmnico

Help |

< Back I Finish I

Cancel

Enter a name, set the VLAN to 4095 and press Next. This is a special VMware
VLAN that listens to all other VLANS.
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9. Set the Port Group to Promiscuous Mode

* Highlight your new Port Group and select “Edit”

(%) vSwitch0 Properties

Ports |Netwovk Adapters |

Configuration Summary

£ vswitch 56 Ports

D Packet-100v Virtual Machine ..,

& Control-100v virtual Machine ...

) YM Network Virtual Machine ...

) Management Net... WMotionand IP ...

9 Promiscuous YLAN  Virtual Machine

&) Promiscuous Port... Virtual Machine ... |
Add... Edit... Remove

Port Group Properties ~
Network Label: Promiscuous Port Group
VLAN ID: Al
Effective Policies
Security
Promiscucus Made: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Network Failure Detection: Link Status only
Notify Switches: Yes
Failback: es
Active Adapters: ymnicO
Standby Adapters: None
Unused Adapters: None 2

* Select the “Security” tab
* Select “Promiscuous Mode” and set the value to “Accept”

% Promiscuous Port Group Properties ;

General Security ITrafFic Shaping | NIC Teaming I

Policy Exceptions

Promiscuous Mode:

MAC Address Changes: i [

Clfoceent

Forged Transmits: I |

El

=]

Cancel Help

e Select “OK”
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10. Ensure the Xangati VM has an interface in the Promiscuous Port Group you just

created

* Go to the Summary Tab for the Xangati VM and select “Edit Settings”

(%) WIN-Q4HBTFQDRTS - vSphere Client
File Edit View Inventory Administration Plug-ins Help

B Bl | rome b gF mnventory b Efl Hosts and Clusters

EEX

a8+ search
Wi &b &GRe ke
= () WIN-Q4HETFQDRTS vXangati
MKTLAB SRR . P
= [ 1034111 | Getting Started Resource Allacation . " Performance . Tasks & Everits - " Alarms | Console: " Permissions .| Maps.. | Storage Views - Uipdate Hanager
= B eneral esources
e, | .
R Producty AER Consumed Host CPU: 502 MHz
(@ Win7-esktopt | | Version ! Consumed Host Memory: 2099.00 MB
(P Win7-Desktop2 Vendor: *angati, Inc Active Guest Memory: 1612.00 MB
fia ! Guest 05: Red Hat Enterprise Linux 5 (32-bit) Refresh Storage Usage
D NI Troubleshooting | |y yergion; 4 Provisioned Storage: 130.81 GB
(51 WanEM cPu: 2vcPU Not-shared Storage: 130.81 GB
=B sﬁE;X]llli Memory: 2880 M Used Storage: 130.81 GB
= & Mossna xangat Memary Overhead:  207.57 ME Datastore Status Capacity
5 mhtlab Active Dir | | VMware Tools: Not installed @ datastore2 & Warning 232.75GB 48+
(B vCenter 1P Addresses: 3 %
(T Nexus1000v-4.0.4.¢ | | DNS Name:
@ Test State: Powered On NSRS o =
(3 [ vXangati Hin o & VM Network Standard switch network ©
S &, Promiscuous VLAN  Standard switch network ®
< >
Commands
Shut Down Guest
{0 suspend
&) Restart Guest
5 Ed Settings
E® Open Console
Bl Morate
£ 2. 2B Floc b M Uibs 1ol Machine
Recent Tasks
Name Target Status Details Tnitisted by Center Server Requested Start Ti.., | Start Time ~
¥ Remove port group B 103412 @ Completed Administrator [ WIN-QIHETF..  2J262010 6:03:03PM  2/26/2010 6:03:03 PM
¥ Reconfigure port group B w0342 @ Completed Administrator [ WIN-QHETF...  2/26/20106:00:18PM  2/26/2010 6:00:18 PM
¥] Update network configuration @ 034112 @ Completed Administrator () WIN-QIHETF...  2/26/20105:58:44 PM  2/26/2010 5:58:44 PM v
< >B8
P Tasks @ Alams Administrator

* Highlight the NIC you wish to configure (i.c. Network Adapter 1 in vCenter is
ethO in the Xangati Dashboard; Network Adapter 2 in vCenter is ethl in the

Xangati Dashboard, and so on).

Ensure it is mapped to the Promiscuous Port Group you created in step 7

Hardware ‘Options | Resources |

I Show All Devices

Add...

Hardviare Summary IV Connect at power on
g l;":;“:'v fl:l-!s ME Adapter Type
Q video card video card Current adapter; Flexible
25 CD/OVD Drive 1 ide1:0
BB Network adapter 1 Promiscuous Part Group
nﬂ!\jetwohrk adépter 2 Promiscuous Port Group
@ 5CSI controller 0 LSI Logic Parallel = P
2 Harddisk 1 Virtual Disk
Network Connection

Virtual Machine Version: 4
Device Status
IV Connected

" Network label:

IPramiscuous Port Group
Port: NjA

" Specify standalone port {(Advanced):
Dvs:

Port ID:

Help

oK Cancel

11. Open the Xangati Management console
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12. Open Setup>Flow Network Devices from the top Menu bar:

& Modify Install (10.3.4.119., 443)

Maniagement Settings.
SNMP Network Devices
Latency Measurements
Flow Duplication Detection

SNMP Trap Recelvers
Flow Relay

VMware

Summary

Flow Network Devices

XER receives flow data from routers and other flow generating devices on your network. It can
also poll routers for SNMP data. Click Add to enter information for one of your network devices. You can

also import this information from a file by clicking Import.

Setthe Overall Sampling Rate to an integer thatis a common multiple of the individual flow network
device sampling rate. When setto a multiple that is larger than the smallest common multiple,
XER performs additional sampling on the packet streams denoted by the flows.

Samping  Receiving Receiving SHIMP for

DevicelP  FlowType  Rate Port Interface | Ifindex Ifindex Com
l10.2.0.2 netflow 10 2058 etho -1 off [y
10.3.02 netflow 10 2058 etho -1 off NjA
l10.4.0.2 netflow 10 2058 etho 1 off Ny
10502 netflow 10 2058 etho -1 off NjA
10.1.10.10  netflow 1.0 2058 etho Bl off njA
1034111 netflow 10 2058 etho -1 off NjA
1034112 peap 1.0 2055 etht Bl off NjA
< >
=)

Ove, pling Rate: 1.0

[ pevioss JI[ mext | [ cancdl [ Fiish

13. Add a Flow Source for the vNIC that you modified in step 8

Device IP 192.168.0.1
Flow Type \pcap
Receiving Interface |etho
Receiving Port

Flow Device Sampling Rate 1

Use NAT address [ves
NAT Device IP :

SNMP Access )on (3) OFF
Community

Input Index 1

Output Index 1]
Network Interface Names

dd Flow Network Device

The router sampling rate is the one
that the router is configured with.

SNMP can be used to determine the ifindex of
monitored flows.

The default input and output ifindexes are
used if the appliance is unsuccessful in using
SNMP to determine the ifindexes.

Optional. Entering network interface names
allows the appliance to operate more
efficiently. However, interfaces not included in
the list will not be monitored.

Sancsl

* Enter the ESX host’s management IP address as the Device IP.
* The Flow Source will be pcap
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* Set the receiving interface according to the interface you set up as a member
of the Promiscuous Mode Port Group in step 8. (i.e. Network Adapter 1 in
vCenter is eth0 in the Xangati Dashboard, Network Adapter 2 in vCenter is ethl
in the Xangati Dashboard, and so on).

* Set the Input/Output index fields to “1” unless this is for a second/third/etc
vSwitch. If this is the 2™ or higher pcap source from the same Source IP address,
as would be the case if you are using multiple vSwitches, you will increment this
with each additional flow source you create. (i.e. You configure a 2™ flow source
for an additional vSwitch in your environment. The Source IP Address remains
the ESX Host, but the Input and Output index would both be set to “2”).

* All other fields can be left at their default value

* Press “OK” to continue

14. Verify that you are capturing packets on your new Flow Source (Appliance>Flow
Status)

[ Xangati User Interface (10.3.4.119, 443)

Xangati Edit Yiew Go Setup Options Help

Dashboard | Monitor | Recordings | Reports | Events | Discovery | Profiles | Configure | Visual Trouble Tickets | Customers | Appliance

Appliance Flow status

Software control

Flow status

Flow packets from configured network devices: 9pps

Total flow packets: 4.4pps

2055

7 10.3.4.112

Flow duplication

Virtual packet rate: 13.01Kpps
Core parameters
Virtual bit rate: 123.75Mbps
Correlation parameters ‘ Virtual packet ‘
Router Nat IP Tfindex Port Sampling rate Flow packets ‘ S P ‘ Virkual bit rate

Active users | A | i | il

1 10.2.0.2 1 2058 1 1.2 10K 105.84M
Profiling 2 10.3.0.2 1 2058 1 0.2 1.14K 7.73M

3 10.4.0.2 -1 2058 1 0.2 589 3.43M
Neighborhood 4 10.5.0.2 -1 2058 1 2.6 1.14K 5.75M

5 10.1,10.10 1 2058 1 0 0 0
System Alerts 6 10.3.4.111 1 2058 1 0.1 10 17.71K

1 1

138 977.85K

Discover duplicate: OFf

Reading profiles is done. Receiving 9 flow-records/second

15. Repeat this entire process from step 4 as necessary for other vSwitches. Each
vSwitch to be monitored must have:
* A promiscuous mode port group
* A Xangati interface assigned to that port group
* A properly configured “flow source” in order to receive and process flows
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