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Xangati Appliance Configuration

About this Document

This document explains how to install and configure your appliance for use. By following
these instructions you will be able to install the virtual appliance, establish a basic
configuration, and see a live, video-like representation of your network traffic. You may also
find the Promiscuous Mode Instructions helpful in configuring your VMware environment.
This is a separate document.

1. The IP Address/Port/values mentioned in the software installation process are for a
particular network. Please make the required changes according to your network.

2. During installation anything enclosed in [ | indicates default value/setting. You can

make changes if required but must ensure that the format is maintained.

Some screen shots may be cut short for better readability.

4. <Enter> means hit the Enter key from the keyboard.

[98)
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Xangati Appliance Configuration

This document outlines the procedure to configure your Xangati virtual appliance to an
operational state. This involves several steps:

1. Install the OVF file onto an ESX server or rack the physical appliance.

2. Use the “setupip” login to perform initial IP configuration. Sefupip is a one-time
installation process which is used to configure the appliance with an IP address and
to set the date and time. You will not need to run it subsequent to the installation.
Use the “Install Wizard” to perform basic configuration.

4. Launch the UI and verify appliance functionality.

[98)

* A copy of the Xangati virtual appliance OVF file that is accessible to the vSphere
client machine you are using for configuration OR physical appliance

* A VMware ESX host running v3.5 or v4.x code

* Administrative access sufficient to install new VMs on the ESX Server

* vCenter Server (if vCenter integration features are desired)

CPU RAM Disk
Xangati for ESX 1 vCPU (500Mhz) | 2GB 22GB
Xangati Mgt Dash- | 1vCPU (1.0Ghz) 4GB 105GB
Std
Xangati Mgt. Dash - | 2vCPU (2Ghz) 8GB 208GB
Enterprise

In addition, you will also need several bits of technical information to successfully
complete the installation. If you have this information on hand prior to starting, you will
be able to get through the installation in 20-60 minutes in most cases given LAN
connections between all devices involved.

* An IP address for the Xangati Virtual Appliance
o IP Address

O Subnet Mask:
o Default Gateway:
* A Fully-Qualified Domain Name (i.e. test.yourcompany.com)
o FQDN:
o This is mandatory to ensure proper functioning of alert emails, certificate/SSL
processing, etc. A short name of just “test” will NOT function correctly for all
uses.
* Login Information for Xangati to access your vCenter server
O A read-only account is fine. This allows us to learn VM-to-ESX grouping and
display these relationships correctly in our displays.
o Username:

o Password:
\\ o IP Address of vCenter server /
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Xangati Appliance Configuration

3. Installing the OVF

The steps below will load the Xangati appliance onto the ESX host.

1. Log into vCenter or the ESX host using vSphere client.

2. Select “Deploy OVF template” option from the file menu:

(%) WIN-Q4HBTFQDRTS - vSphere Client o[ &[]
[File | Edit View Inventory Administration Plug-ins Help
Aew * Btory » Bl Hosts and Clusters @
| Deploy OVF Template...
Export »
Report >
Browse VA Marketplace... Performance: | Configuration. | Tasks & Events- | Alarms
Print M General Resources
Bt Manufacturer: Supermicro CPU usage: 1831 MHz Capacity
2B Ruzamz] Model: POSMi 2x2.3936Hz
5@ Esxiz CPU Cores: 2CPUs x 2.393 GHz Memory usage: 7320.00 MB Capacity
{5 mktiab Active D | | Processor Type: Intel(R) Xeon(R) CPU 8187.61MB
& venter 3060 @ 2.40GHz
5 Nexus1000v-4.0.4. | | Lcense: vSphere 4 Enterprise Plus Datastore Status | Capadity | L
Licensed for 1physical CPU... — =
& TestvM [E3 openfilersasit @ Normd 2327568 93¢
& vXangati Processin Sodets! R @ datastorel @ Normal 2277568 96
Corespe; Sucket: 2 8 datestore2 @ Normal 2327568 1803
Logical Processors: 2
Hyperthreading: Inactive <l L | t
Number of NICs: 2 Network Type St
State: Connected 9 VMNetwork Standard switch network [}
Virtual Machines and Templates: 5 8 Packet-100v Standard switch network. @
VMotion Enabled: yes 8 Control-100v Standard switch network. @
VMware EVC Mode: Dissbled 3 = = 5
FaultTolerance Enabled: no
Active Tasks:
Host Profile:
Profile Compliance: © Na
« it | | == &
Recent Tasks %
Name Target Status Details Tnitiated by | wCenter Server Requested Start Ti... — | Start Time Completed Tim ~
¥ Deletefile B8 operfileissit @ Ccannot Administrator () WIN-Q4HSTF.. 2/16/20102:15:04PM  2/16/2010 2:15:04PM  2/16/2010 2:15 |
Aelata fila

3. Select the location of the Xangati OVF file you wish to install and press next:
) Deploy OVF Template (= |

Source
Select the source location.

@ Deploy from file:

Browse...

Choose this option if the source OVF template {*.ovf) is on the local file system.
For example, your C: drive, a network share, or a CD/DVD drive,

" Deploy from URL:

l 5]

Choose this option to download the OVF template from the Internet and enter a
URL such as http: /fwww.example.com/template.ovf

Help | < Back | Next > I

Cancel

¥
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Xangati Appliance Configuration

4. Confirm the details of the OVF file and press “Next”:
/) Deploy OVF Template E“E’@

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
tion Product: VXER
1 Version: 1
[
Vendor: Xangati, Inc

Download Size: 1802 MB

Size on disk: 131072 MB

Description: Xangati's Virtual Enterprise Appliance

Help <Back | Next > I Cancel |

4

5. Give the appliance a display name and select the Datacenter you wish to install into:
() Deploy OVF Template (=T HoR =)

Name and Location
Specify a name and location for the deployed template

Name:
VXER

The name can contain up to 80 characters and it must be unique within the inventory folder.

Inventory Location:

Help < Back | Next > I Cancel

4
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6. Select the Host and/or Resource Pool you wish to install into:

(=) Deploy OVF Template

Resource Pool
Select a resource pool.

Select the resource pool within which you wish to deploy this template.

=3 R

Resource pools allow hierarchical management of computing resources within a host or duster. Virtual

machines and child pools share the resources of their parent pool.

B [ [1034411

10.
@ Esxiit
@ Vs

Compatibility:

Validation not applicable this time,

Help I

<Back I Next > I Cancel
7. Select the Datastore for the appliance to use:
) Deploy OVF Template == @
Datastore
Where do you want to store the virtual machine files?
Select a datastore in which to store the VM files:
Name Capacity | Provisioned Free | Type | Thin Provisioning | Acces
Resource Pool [datastore1(1]]  22775GB  142.32G8  137.61GB VMFS  Supported Singh
[l Datestore s 23275G8  6475G8  17599GB VMFS  Supported il

(Canvricht Xanoati
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Compatibility:

Validation not applicable this time.

< Back I Next > l Cancel

Y
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Xangati Appliance Configuration

8. Select the network that the management interface of the Xangati appliance will connect
to. Ultimately, the vNICs for the Xangati VM must be mapped to promiscuous mode
port groups. This will allow us to see traffic as soon as the configuration is complete. If
you do not have these set up, don’t worry, this can be modified later. If you have more
than one interface shown, accept the defaults for the second interface as all these items
can be reconfigured later should you desire to monitor two or more vSwitches.

NOTE: Please see the applicatiolPromiscuous Mode Guidédor details on how to
configure a promiscuous mode port group for only the port that Xangati is connected
to. This will eliminate security issues that can occur when an entire vSwitch is placed
in promiscuous mode

(% Deploy OVF Template @@
Network Mapping
‘What networks should the deployed template use?
Map the networks used in this OVF template to networks in your inventory
Datastore Source Networks Destination Networks
Network Mapping ethD | Promiscuous Port Group
etht WM Network
Description:
The eth network
Help I < Back ] Next > I Cancel
Y7/

9. View the Summary and confirm your parameters:
= Deploy OVF Template @@@

Ready to Complete
Are these the options you want to use?
‘When you click Finish, the deployment task will be started,
Deployment settings:
OVF file: C:\Documents and Settingsini \My Documer loads\X-ESK-on-ESK4|X-ESX
o Download Size: 1116 MB

Size on disk: 20480 MB

Ready to Complete Name: X-ESX-0n34
Folder: MKTLAB
Host/Cluster: 10.3.4.123
Datastore: EngOpenFiler2
Network Mapping: “eth0" to "Promiscuous Port Group"
Metwork Mapping: "eth1" to "vM Network”
< >

Help < Back I Firish I Cancel I
A

10. The Xangati appliance will be copied to the ESX server. This will take several minutes
depending on the speed of your network:
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(@ WIN-Q4HETFQDRTS - vSphere Client [o@=]
File Edit View Inventory Administration Plug-ins Help
E3 B |@ tome b g8 iventory b [l Hosts and Clusters Q
+ +
& & 8
B () WIN-QIHBTFQDRTS
B [ MKTLAB —— e
= [ 1034111
1% Deploying vXER
g 52111 1% Deploying v Resources
Deploying vXER
G N Trouf| PePoYg CPU usage: 1097 MHz Capacity
& vXER Deploying disk 1 of 2from ik 4X2.393GHz
(31 WanEM | C:\Users\administrator\Desktop\XER\WXER vmdk
B B 1034112 Memory usage: 5666.00 MB. Capacity
= @ esxz 8187.56 MB
B mktia
& veen Datastore Status Capadity | 3
@ Nexus10g @ datastore1 (1) @ Norma 227.75G8 137
& TestvM TTRooRy 2 B openfilerscsit Waming 2327568 47.¢
& vangati Cores per Sacket: 4
Logical Processors: 4 “l i | L
Hyperthreading: Inactive Network Type B
Number of NICs: 2 B system-upink Uplink growp 1
State: Connected & MyVMNetwork  Standard switch network
Virtual Machines and Templates: 8 2, Unused_Or_Quar.. Distributed virtual port group
VMotion Enabled: yes . ControlNetwork  Standard switch network E|
VMware EVC Mode: Disabled (3 & VMNetvork Standard switch network
B Unused_Or_Quar.. Uplink growp
Fa“"“’.'r"’ks"m&amm' hat 2, Testw Distributed virtual potgrowp |
"‘“": aﬁj g & PacketNetwok  Standard switch netwiork
Host Protée @ Lancope Standard switch network -
Profile Compliance: @ NA ] IS x
« il v | 1 -
Recent Tasks x
Name Status Details Tnitiated by | vCenter Server Requested Start Ti.. = | Start Time Completed Time
¢ Deploy OVFtemplate 1% ) Administrator N-QHHETF...  2/16/20102:30:46PM  2/16/2010 2:30:46 PM

G Deletefile Administrator @3 WIN-D4HATE.. 2(1R2010 22535 PM  2ARNIN 2:05:35 BM 201612010 2:05:43

11. When the setup is complete, start the virtual machine and open the console. You will see
a stream of bootup messages as the VM starts up for the first time.
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Xangati Appliance Configuration

1. You will see a stream of bootup messages as the appliance starts up for the first time.
You may see some RED failure messages for Ethernet interfaces that are not yet
configured. You can safely ignore these as we will configure them later. Wait for a user
login prompt, which will appear after the appliance boot process (see below). You may
need to press ‘Enter’ in the terminal software application to view the prompt.

2. Enter the login as sefupip <Enter> and type the password (which is also sefupip).
3. This will display several options as shown in the screen below:

localhost login: setupip
assword:
home/setupip

Select the number associated with the action you would like to perform
Setup new appliance
Remove existing installation
Change existing network settings
Change timMe settings
Reboot appliance
Shutdown appliance

* Setup appliance: use this option to setup the appliance.

* Remove existing installation: reset to factory defaults.

* Change existing network settings: re-address the appliance.

* Change time settings: reset the system time.

* Reboot appliance: use to reboot the appliance.

* Shutdown appliance: use to shutdown the appliance. Once this is selected, you will have
to press the power button to start the appliance.

4. Type 1 <Enter>, to start the appliance setup.

5. Enter a valid Hostname <Enter>.

Enter Hostname:
5088. xangati.com

Note: The host name should only contain alphanumeric characters, hyphen, underscore or
period.

NOTE: You need to specifya host name that is fuly qualified domain name
(FQDN) in order to receive customer login emailssystem alerts, etc
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6. Specify the management Ethernet interface for the appliance as “eth0”, which is the
interface with the Ethernet cable connection.

Enter Hostname:

588. xangati.com
Enter the management interface [ethB ethl lol:

7. Input the desired IP address for the appliance; this is the IP address that will be used to
launch the Xangati User Interface. e.g. 10.3.4.115

Enter Hostname:
588. xangati.com
Enter the management interface [ethB ethl lol:

Enter IP Address of ethB associated with v588:

8. Enter the subnet mask for the appliance. e.g. 255.255.0.0

Enter Hostname:
588. xangati.com
Enter the management interface [ethB ethl lol:

Enter IP Address of ethB associated with v588:
18.3.4.115

Enter Subnet Mask of eth@:

?55.255.8.8

9. Enter the default gateway IP address for the appliance. e.g. 10.3.0.1

Enter Hostname:
588. xangati.com
Enter the management interface [ethB ethl lol:

Enter IP Address of ethB associated with v588:

Enter Subnet Mask of eth@:
255.255.08.0
Enter Default Gateway:
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10. The next question asks, “Do you want to configure an external address for the
management interface?” Most users will answer “n0”. You will only answer “yes” to
this question if you will be using a firewall to perform a NAT translation between an
external public address and the private internal address of the Xangati management
interface. If this is your configuration, the Xangati appliance must be aware of the
external interface assigned to properly generate the management interface to remote
users. Follow steps “a” and “b” below if this is your situation. If all your Xangati users
and administrators will access the appliance through a VPN connectioryou can
answer OnoO tdts question

a. Type yes <Enter>

b. Enter the external IP address that will be assigned to the appliance. This will be
the external NAT address your firewall administrator assigns to reach the Xangati
appliance from the internet.

Do you want to configure an external address for the management interfac
no

ou Entered the following configuration:
ostname @ uS5HH

Fully—qualified Hostname : uU5HB.xangati.com
anagement interface : eth@

[P Address : 18.3.4.115

Subnet mask : 255.255.8.8

Default gateway : 18.3.8.1

Do you want to proceed with this configuration?(y/n/q)

11. Confirm your entries from above and enter “y” (yes) to continue with the network
configuration; otherwise, enter “n” (no) to make changes or “g” (quit) to exit the

network configuration process. On typing “vy” <Enter> the configuration starts.

etc/hosts

etc/sysconfig/network
etc/sysconfig/network-scripts/ifcfg-ethd

Backup Complete

o restore the initial files, run the restore.sh script

onfiguring system and network parameters

riting to 7etc/hosts

riting to /etc/sysconfig/network

riting to /etc/sysconfig/netuwork-scripts/ifcfg—»
estarting network services...

Shutting down interface ethB:

Shutting down interface ethl:

Shutting down loopback interface:
ringing up loopback interface:
ringing up interface eth8:
ringing up interface ethil:

IP routing table
Destination Gateway Genmask Flags Metric Ref
B I I n.8.0.8 255.255.8.08 u a a
.254.8.8 un.8.0.8 255.255.8.08 u a
.0.0.8 18.3.08.1 a.8.08.8 UG
lease wait for about a minute
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12. Wait for the appliance network configuration to complete. You may receive some RED
error messages related to Ethernet interfaces that are not initially used. You can ignore
these. Next you will be prompted to set the time and time zone of the appliance. These
settings are used in the live monitoring views of the Xangati User Interface and in
generated reports. Therefore, it is important to have correct date and time.

13. Enter “yes” when asked, “Do you want to change the timezone?”, and then
follow the prompt to enter the appropriate sequence of numeric values to set the desired
time zone for the appliance. The first prompt will ask for your continent code, the second
prompt will ask for your country code, and the third prompt will ask for the time zone
code.

identify a location so that time zone rules can be set correctly.

lease select a continent or ocean.
1) Africa
2) Americas
3) Antarctica
4) Arctic Ocean
5) Asia
6) Atlantic Ocean

Australia

Europe

Indian Ocean

Pacific Ocean

none — I want to specify the time zone using the Posix TZ format.

(Canvricht Xanoati Tne 2010 11



Xangati Appliance Configuration

Argentina
Aruba
Bahamas
Barbados
Belize
Bolivia
Brazil
Canada
Cayman
Chile
ColomMbia
Costa Rica
Cuba
Dominica

Dominican Republic St

Ecuador

El Salvador
French Guiana
Greenland
Grenada
Guadeloupe
Guatemala
Guyana

Time
Time
Time
Time
TimMe
Time
Time
Time
Time
TimMe
Time

Eastern
Eastern
Eastern
Eastern
Eastern
Eastern
Eastern
Central
Central
Central
Central
Central Time
Central Time
Mountain TimMe

Islands

Martinique

Mexico

Montserrat
Netherlands Antilles
Nicaragua

Panama

Paraguay

Peru

Puerto Rico

St Barthelemy

St Ritts & Newvis

St Lucia

St Martin (French part)
St Pierre & Miquelon
Uincent

Suriname

Trinidad & Tobago
Turks & Caicos Is
United States
Uruguay

Uenezuela

Uirgin Islands (UK)
Uirgin Islands (US)

Kentucky - Hayne County
Indiana mMost locations
Indiana Daviess, Dubois,
Indiana Pulaski County
Indiana Crawford County
Indiana Pike County
Indiana Switzerland County

Enox & Martin Counties

Indiana — Perry County

Indiana — Starke County
Michigan — Dickinson, Gogebic,
North Dakota - Oliver County
North Dakota - Morton County (except Mandan area)

Iron & Menominee Count

Mountain TimMe — south
Mountain Time — Navajo
Mountain Standard Time — Arizona
Pacific Time
Alaska Time
Alaska Time — Alaska panhandle
Alaska Time — Alaska panhandle neck
Alaska Time - west Alaska
Aleutian Islands
Hawaii

H? 21_

Idaho & east Oregon
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he following information has been given:

United States
Pacific Time

herefore TZ='AmericasLos_Angeles’ will be used.
Local timMe is nowu: Tue Mar 2 B6:42:43 PST 2818.
niversal Time is now: Tue Mar 2 14:42:43 UTC 2818.
Is the above information 0OK?

14.

15.

16.

17.

If your desired time zone settings are correct, then enter “1” (Yes) to proceed, or “2”
(No) to repeat the time zone configuration. The time may or may not be correct, but
that doesnOt matter as the next step widhange the time. As long as the time zone is
correct you can press “1” to continue.

Next you will be asked, “Do you want to manually change the time?” Enter
‘Cno”.

“Do you want to manually set the timeserver for the appliance to
periodically sync time?” Enter “no” unless you have internal NTP servers. The
system is preconfigured with standard nist.gov timeservers and will use them.

“Do you want to let the appliance periodically sync time with an
auto-selected external timeserver?” Enter “yes’. The system will attempt to
contact an NTP server and automatically reset the system clock.

United States
Pacific Time

herefore TZ='AmericasLos_Angeles’ will be used.
Local timMe is now: Tue Mar 2 B6:42:43 PST 2818.
niversal Time is now: Tue Mar 2 14:42:43 UTC 2618.
Is the above information DK?

1)

ou can make this change permanent for yourself by appending the line

TZ="AmericasLos_Angeles’; export TZ
o the file ’'.profile’ in your home directory; then log out and log in a

ere is that TZ value again, this time on standard output so that you
an use the /usr/bin/tzselect command in shell scripts:
urrent time:

2 B6:43:17 PST 2018

ernal timeserver? [nol yes_
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18. If you wish to manually enter the time, then enter “yes” and proceed to enter the
date/time value using the format YYYY-MM-DD HH:MM, but please refer the official
time before submitting the time setting. (For the official U.S. time, please refer to
http://www.time.gov.)

Do you want to manually change the time? [no] yes

Enter the date using format YYYY-MM-DD HH:MH
2010-01-11 11

Mon Jan 11 11:00 PST 2010

Current tim

Mon Jan 11 22:11:00 PST 2010

[ves]
/trp 1fgz921510431

Post-patch date Mon Jan 11 22:11:26 P3T 2010

restarting X5R and related system proc es — tomcat and mysdgld

19. Confirm that the entered time and time zone settings are “0k”, and then enter “yes” to
accept the changes to proceed with the install directory setup. Typing “no” will take you
back to the time and time zone settings.

Do you want to let the appliance periodically sync time with an auto-sel

ernal timeserver? [nol yes
2 Mar B6:27:29 ntpdatelb6451]1: adjust time server 67.222.149.178 offset

sec
urrent time:

ue Mar 2 B6:27:38 PST 2818
0k? [yes] yes_

20. To apply the network and date/time configuration, enter “yes” when prompted to reboot
the appliance.
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bin/write_install_jnlp.pl

bin/mMount_cdrom. sh

bin/version.sh

wi_input_test.pl

enerating environment file

environMent file installed successfully

e nNnxNNeeeoeexxxfreat ing new certificaterseoeeseseeresesserrrnrnrnernrnrre
File /.appliance.ip exits

at: 7.appliance.extip: No such file or directory

alling startserver script

Stopping Java and httpd process

Btarting Tomcat

omcat did not start.

ppliance needs to be rebeooted for configuration to take effect
After reboot, GUI-based install will be available at http:7716.3.4.115 i

now?

21. Wait for a few minutes for the reboot process to finish.
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5. Using the Olnstall WizardO to Complete the Configuration
I

1. When the reboot has completed, open a web browser on your client machine and connect
to your appliance IP address (as specified in step 8 above) via a secure HTTPS session
(e.qg. https://10.3.4.121 if the appliance IP address is
10.3.4.121).

2. You will receive several certificate warnings from Java and/or the browser since it is
using a self-signed certificate similar to those below (they differ from browser to
browser). You can safely ignore the warnings and “Add an exception”.

NOTE: To make these messagego away permanently, you can install a certificate

issued by a major Certificate Authority after the install. See the UserOs Guide for
instructions on obtaining and installing a certificate.

This Connection is Untrusted

s

| ‘You have asked Firefox to connect securely to 10.3.4.115, but we can't confirm that your connection
| issecure,

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place, However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

If you understand what's gaing on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your

connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification,

Add Exception...

(Canvricht Xanoati Tne 2010 Paoce 18R



Xangati Appliance Configuration

Add Security Exception

‘You are about to override how Firefox identifies this site,
! Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | NTEHIIEEBEE] Get Certificate
Certificate Status

This site attempts to identify itself with invalid information. View
Wrong Site

Certificate belongs to a different site, which could indicate an identity theft,
Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recoanized authority.

Permanently store this exception

[gonfirmSecurityExceptinnJ | Cancel J

3. If you have not previously installed the Java run-time environment (Java Webstart), you
will be prompted to do so. This is a free download from www.java.com. Accept the
defaults and continue to the “Install Xangati Software” page:

i

xangati

Install directly
Install through a firewall

Install through SSH tunnels

4. Select “Install Directly” unless you are accessing the appliance through the NAT
interface of a firewall and have configured an external address in the sefupip phase of the
configuration. In that case you would select “Install through a firewall”.
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5. You will get an error as Java starts up, again due to not having a valid certificate. Accept
the warning and the installation wizard will load:

Warning - Security @

The web site's certificate cannot be verified. Do you
want to continue?

Name: 10,3.4.119

Publisher: Xangati

[C] Blways brust content from this publ

The certificate cannot be verified by a trusted source, More Information...

6. Login with user:

Java Web Start

Downloading application.

Hie 5

Name: Xangati Installer

Publisher: xangati
From: https:/{10.3.4.119:443

ted time remaining: 1 minute, 34 seconds

[IIIIII““IIIIIIIII

]|, Cancel |

admin password:admin
px Xangati Login

EEX

Welcome to Xangati

Please Log In:

User Name: ||

Password: \

(Canvricht Xanoati Tne 2010
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7. Select “Build on Appliance” and select “Continue”

x Xangati Install
Xangati Install

() €D (Please insert CD into Appliance and Press Copy CD Button)

() Upload build to Appliance ‘

Click "Continue" when you are ready to start InstallfUpgrade

MNow the Installer will prepare appliance to be ready for the Xangati Software Installation.

EBX

installer will load:

want to continue?

Name: 10,3.4.115

Publisher: Xangati

More Information...

Ine 2010

8. You will get another Java warning about the certificate. Accept the warning and the

Warning - Security @
/_,,.,.., :

The web site's certificate cannot be verified. Do you

I —
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9. Accept the license agreement and press “Next”

& Install Wizard (10.3.4.115 , 443)

License Agreement

HANGATI END USER SOFTWARE LICENSE

IMPORTANT: PLEASE READ BEFORE INSTALLATION OR USE OF THE XANGATI, INC. ('LICENSOR")
SOFTWARE YOU HAVE LICENSED ("SOFTWARE"). BY INSTALLING OR IN ANY WAY USING THE
SOFTWARE, ENTITY OR COMPANY THAT YOU REPRESENT ('LICENSEE") IS UNCONDITIONALLY
CONSENTING TO BE BOUND BY AND IS BECOMING A PARTY TO THIS LICENSE AGREEMENT
("AGREEMENT") WITH LICENSOR. IF LICENSEE DOES NOT UNCONDITIONALLY AGREE TO ALL OF
THE TERMS OF THIS AGREEMENT, INSTALLATION OR USE THIS SOFTWARE IS STRICTLY
PROHIBITED. IF THESE TERMS ARE CONSIDERED AN OFFER, ACCEPTANCE IS EXPRESSLY LIMITED
TO THESE TERMS.

1.50FTWARE LICENSE GRANT. Subjectto the terms of this Agreement, Licensor hereby grants

Licensee a perpetual, ; , non ) ive license to use the
Licensor software ("Software") only for Licensee's intermnal use as part ofthe hardware product into which
itis incorporated by Licensor (or i by Lis and only in with any

ion that ies it i ing the , certain portions of the Software are

licensed to Licensor, under open source licenses, which may require Licensor to grant Licensee
additional rights to those set forth above for those portions ofthe Software. For more information please
see:

hitp:iwww.anu.orgilicensesigpl bt
hitp:idwew.apache.orgilicensesiLICENSE-2.0
http:ffjava.sun.comij2sen 4.2f2sdk-1_4_2_19-license bt

http:ffjava.sun.comij2sen 4. 2j2re-1_4_2_18-license.bt

|

Previous Next Cancel

10. Confirm that this is a fresh installation by pressing “Next”

Install Wizard (10.3.4.115 , 443)

Confirm Installation
Press the Next button to start the following installation

Note: ¥hen performing an upgrade, if the Keep old data checkbox is unchecked, then all profiles,
report data and ion i ion will be deleted.

Fresh Installation

Install Version: Xangati Software Release 5, Build date: Mon Mar 1 05:17:00 PST 2010

Finish

Cancel

(Canvricht Xanoati
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11. After the Install Wizard finishes loading, you will be presented with the first screen of the
initial setup. During this phase of the setup there are two areas that MUST be completed
in order to proceed — we will address them in this guide:

1. Flow Network Devices: How will the appliance learn about network traffic?
2. My Network: Which traffic will be considered “interesting” for analysis —
typically the internal corporate address space.

& Install Wizard (10.3.4.115 , 443)

Management

Ifitis necessary to access the appliance from the Internet, then you must enter an IP address that
can be used to access the appliance through a firewall.

Itis strangly recommended that you regularly backup and configuration data files. Xangati supports
the rsync protocol for fransferring data from Xangati appliance to a machine of your choice.To enable
this support, please enter details of your remote rsync server in the form below.

Click the Test button to validate your entries. Once configured backups will be automatically
executed every 24 hours shorly after midnight.

etho
Firewall Access IP Address G

| REMOTE RSN SERVER

Rsync Server IP Address

[
z_____ |

‘ Directory wher
you want to store backup files.

l:l Username should have read and write
permission for destination directory.

Click to test rsync configuration

Rsync Server SSH Port

Rsync Server User Name

Rsync Server Password
Confirm Password

Previous i Next 3 Cancel

12. Press “Next” to move to “Flow Network Devices”

13. Press the “Add” button to create a new flow source:

0 44
Flow Network Devices
XER receives flow data from routers and other flow generating devices an your network. It can

also poll routers for SNMP data. Click Add to enter information for one of your network devices. You can
also import this information from a file by clicking Import.

Setthe Overall Sampling Rate to an integer that is a commaon multiple of the individual flow netwark
device sampling rate. When setto a multiple that is larger than the smallest common multiple,
XER performs additional sampling on the packet streams denoted by the flows.

SNMP For
IfIndex Com

Sampling Receiving
Flow Type. Rate Port

Receiving

Device IP Interface  Ifindex

Previous t

(Canvricht Xanoati
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14. You will need to decide if you are expecting the appliance to receive flows from an
external source (NetFlow), or if you are expecting the appliance to listen to a vSwitch in
promiscuous mode and analyze the traffic directly (pcap).

a) Enter a source IP address for this flow source. This is to uniquely identify the
flow source. In a single vSwitch host, you can use the management IP address of
the ESX host. If you will be capturing from multiple vSwitches you will
increment the Input/Output Index numbers for each successive interface you

enable for pcap.

b) Select “pcap’ in the drop down for Flow Type. This example will assume packet

capture as this will be most common in a virtualized ESX environment

c) Set the Receiving Interface to ethO. This interface should be connected to a
promiscuous mode port group set to VLAN 4095 (please see our Promiscuous

Mode Guide for details)

d) Set the Input and Output index both to *“1” as per the screen shot below:

3 Add Flow Network Device

Device IP 10.3.4.111]
Flow Type pcap
Receiving Interface etho

Receiving Port

Flow Device Sampling Rate |1

Use NAT address [CIes

NAT Device IP :

Community

Input Index 1
Output Index 1

Network Interface Names

SNMP Access C)on (3 Off

The router sampling rate is the one
that the router is configured with.

SNMP can be used to determine the ifindex of
monitored flows.

Test

The default input and output ifindexes are
used if the appliance is unsuccessful in using
SNMP to determine the ifindexes.

Optional. Entering network interface names
allovvs the appliance to operate more
efficienrtly. However, interfaces not included in
the list will not be monitored.

L_o-__[}

|

If this is the 2" or higher pcap source from the same Source IP address, as would be
the case if you are using multiple vSwitches, you will increment this with each
additional flow source you create. (i.e. You configure a 2" flow source for an
additional vSwitch in your environment. The Source IP Address remains the ESX
Host, but the Input and Output index would both be set to “2”).

(Canvricht Xanoati Tne 2010
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15. Hit “ox”.

completes.

16. Select “My Netw

You will be returned to the Flow Network Devices screen. You can enter
more flow sources at this time, or add them after installation is complete. Installation
will not finish without at least one flow source defined. The flow source does not have to
be currently generating traffic. All entries made here can be changed after the installation

ard (10

Flow Network Devices

XS8R receives flow data from routers and other flow generating devices on your network. It can
also poll routers for SNMP data. Click Add to enter information for one of your network devices. You can
also import this information from a file by clicking Import.

Setthe Overall Sampling Rate to an integer thatis a common multiple of the individual flow network
device sampling rate. When setto a multiple thatis larger than the smallest common multiple,
XSR performs additional sampling on the packet streams denoted by the flows.

Sampling Receiving Receiving SNMP for
Device IP. Flow Type Rate Part. Interface IfIndex IfIndex Cor|
10.3.4.111  pcap 1.0 2055 etho -1 Off A
Ll | >

—— STy =
Overall Sampling Rate : [l—tl—‘

Previous Next Cancel

ork” on the left-hand menu bar:

MyNetwork

This page allows you to define the boundaries of your network. XSR will discover and map IP
addresses that fall within this definition. Any subnets whose IP addresses are statically assigned
d not mappable should be entered explicitly.

TOTAL ADDRESS SPACE |
Include Subnets Exclude Subnets
Address{Mask || AddressMask

Enter subnets, using the following convention:
123.123.423.024

iz ¥

LSl it o
Include Subnets

Exclude Subnets

Address{Mask

Address{Mask

Define the subset of your total address space
that includes only statically addresses.
Use following convention 123.123.123.0/24

Import My Network Data
Export My Network Data

Finish

Previous Next Cancel

Tne 2010
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17. In this step, you will define what range of addresses the Xangati appliance will analyze.
Flow data received for addresses outside the “My Network” range of addresses will be
ignored, so setting this correctly is important. In this example, the 10.0.0.0 private
network represents the corporate address space. It will be entered in the “Include
Subnets” dialog. Press the “Add” button underneath “Include Subnets” to enter the
correct value for your network and hit “Enter” to save your entry. If you press “Add”

again, it will reset the dialog box. The last entry will highlight in blue.
Include Subnets

Address/Mask
10.0.0.0/24| [

[ Add ‘ | Modify I l Dele‘teJ

NOTE: You must ensure that your vCenter server and ESX host machines are
included in your definition for OMy NetworkO. If you have your VMware
infrastructure set up on a separate network, make sure that address range falls
within your definition, or add that range as a second line to the Olnclude SubnetsO
box. This is necessary for coct integration with vCenter and display of the

virtual environment.

18. At this stage you have completed the minimum parameters for a successful installation of
the Xangati software. In most VMware environments, integration with the vCenter

server is highly desirable.

Click “Identity Mapping” and check the “VMware” box and then hit “Next”

& Install Wizard)(10.3.4.115 , 443) (=19
Identity Mapping
" , X8R will use the selected methods to map IP addresses to Identities. These methods will be used
aeitigs in the order in which they appear in the list.

Flow Network Devices
SNMP Network Devices. Identity mapping within MyNetwork
Latency Measurements inare
Flow Duplication Detection

s
Identity Mapping
o Mapaing [[] ABA(RADILS
YMware [7] Ohs
CMS.

Active Directory
ABAJRADILS
DNS Servers MAC Address
LDAP Servers Statically Assigned
SNMP Trap Receiye
iy S Identity ing outside
Flow Relay
Discovery D
MyNetwark
Email Notification
Syslog Notification
Visual Trouble Ticket
Summary
Previous J l Next J I Cancel

(Canvricht Xanoati Tne 2010 Paoce | 2R
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On the “Group Mapping” page, just hit “Next” to continue as these parameters are
automatically adjusted.

Group Mapping

XSR will use the selected method to map Identity aggregates to Groups

(O Group by subnet {requires SNIMP access to flow routers)

O Group by YMware ESX (requires Yiware credentials)

© Group Manually

Auta-map subnets to Groups

Previous Next Cancel Finish

On the “VMware” tab, we will enter credentials our appliance can use to gather
ESX host-to-VM mapping. A read-only account will suffice as we do not write
anything to the server. Use the “Test” button to verify your account.

VMware Integration

SR can be integrated with VMware products. Select VMware product you are using and enter the
tequired IP and iate login i

) vSphere Host

(5) vCenter Server

et Savor P s

Login Name administrator |
Password sessccce
Re-type Password

.
1) speciication s valid

(Canvricht Xanoati Tne 2010 Paoce |27
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19. Select the “Summary” item to jump to the end and review the configuration.

20. Review the configuration and go back to make any necessary changes. Press “Finish” to

complete the initial installation.

configuring the appliance. This may take up to two or three minutes.

F Install Wizard (10.3.4.115 , 443)

Summary

A summary of the installationjupgrade settings is shown below. Click Finish to begin execution of the
installation or upgrade process when ready.

Summary:

! Y- =

TOTAL
10.0.0.0/8

Email Notification Settings
SR Vendor Support Email Address ...... support@xangati.com

Report Notification is disabled.
Event Notification is disabled.

Syslog Notification Settings

Syslog is Disabled

Install is in progress. Please wait.

(LU RN Ld])

A progress bar will indicate that the installer is

EEX

21. When the installer has finished, you can log into your new Xangati appliance for the first
time. While it is finishing would be a good time to check that the mgtO interface is

correctly attached to a promiscuous mode vSwitch.

22. If you are logged into vCenter also, you will receive another certificate warning. If you
are not logged into vCenter, this message will likely appear the first time you log in. Tick
the box to install the certificate and press the “Ignore” button. Continue to the final

Security Warning

install screen:

Certificate Warnings

An untrusted SSL certificate is installed on "10.3.4.115" and secure communication cannot be
guaranteed. Depending on your security policy, this issue might not represent a security concern.
‘fou may need to install a trusted SSL certificate on your server to prevent this warning from
appearing.

The certificate received from "10.3.4.115" was issued for "Xangati", Secure communication with
"10,3.4.115" cannot be guaranteed. Ensure that the fully-qualified domain name on the
certificate matches the address of the server you are trying to connect to.

Click Ignore to continue using the current S5L certificate,

View Certificate Ignore Cancel

IV Install this certificate and do not display any security warnings for "10,3.4.115",

(Canvricht Xanoati Tne 2010
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(Canvricht Xanoati

23. Click “Finish” to launch the Xangati Ul for the first time.

Tne 2010

& Install Wizard (10.3.4.119 , 443)

Installation Result

EEX
Install completed successfully.
Launch UL
Pre Nex Close Finish

Paoe 120
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1. Continue past the certificate warnings thrown by the Java and/or the web browser and
you will be able to select “Management User Login” on the following screen:

i

xangati

Management User Login

Viewer User Login

2. Select “Login Directly”

i

xangati

Login directly
Login through a firewall

Login through SSH tunnels

Upgrade Xangati software
Back

(Canvricht Xanoati Tne 2010 Paoe |20
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3. Continue past another certificate warning, and the Xangati UI will load:

Java Web Start

Downloading application. .(:
Java
Name: Xangati User Interface
Publisher: xangati
From: https:/{10.3.4.119:443
Estimated time remaining: 1 minute, 33 seconds
(NNNNNRRNNNRNNNNRNNNNNNRRRNN | [Caneal 1

4. At the login prompt, enter user: admin password: admin to continue

5. Complete the “Reset Password” dialog. Note that special characters such as:
[N @#$%"&*() are required in the password:

Passwords must be at least eight characters long,
and must contain at least three special characters

Please select a new password:

Enter new password:

Enter password again:

[ oK ;]L Cancel |

6. You will have the option to load a license file if you have purchased one. To activate the
14-day trial, select “No”.

Xangati for ESX License

9 This appliance has a 14 day evaluation license which will end on 03/16/2010.
‘-.f/ Do you want to load a new license now?

[ ves | [ Ma ]
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7. The User Interface will load. If the ethO interface is receiving packet traffic from the
vSwitch, you will see the graphs begin to populate after about a minute. If no traffic is
observed, verify that the vNIC for this VM is correctly assigned to a vSwitch in
Promiscuous mode. See the Xangati application note on this subject for additional
details.

Xangati Edit Wiew Go Setup Options Window Help

Dashboard | Monito eco Reports Bvents | Discover Profiles | Configure | Visual Trouble Tickets | Viewer Users | Appliance

. by Bandwidth

Identities/IP Addresses Applications/Ports Groups

management-network-10.3 4112 S37K M A iscs|

2837K N ~

iscsi.xangati.com 1,307 K Flow 100K |

rootswitch.xangati.com 53K | WehSecSve 32K

10502 3BK | WEBEM 22K

management-network-10.3.4.111 23K XSR_App 14K

veenter-win-gdhStfadrts mktlab xangati com 20K WehSve <1K

10202 12K MS_SSDP <1K

viewdesktop3 xangati. com 12K VMware_App <1K

xangatiforesx-v500 5K ICMP <1K

2k ¥ <1 & & |

iscsi.xangati.com 1520K I A iscs 2837K I A A
management-network-10.3.4.112 1,321 K . Flow 100K |

viewdesktop3 xangati.com. 101K 1 WebhSecSve 32K

veenter-win-qahStigdrts mktiah xangati.com K WBEM 22K

1000104 12K XSR_App 14K

1100408 xangsti com 5K WehSve <1K

management-network-10.3.4 111 4K Vhware_App <1K

xangatiforesx-v500 1K ICMP <1K

10.3.255.255 <1K netbios <1K

o000 <1K M QU <1K M b

Identity Count Application Count
07:47:20 07:17:30 07:A7:40 07:47:20
P
b

|Receiving 0.1 flow-records/second

8. Congratulations! You have successfully installed Xangati for ESX! At this point you
can download the full documentation from the Help menu at the top of the User Interface.
Additional configuration can be done as per the User’s Manual.

9. You will likely want to customize your configuration by adding to your initial
configuration. This includes:

1. Name mapping for DNS, Active Directory, or RADIUS. This will allow the
Xangati appliance to insert names in place of the IP addresses shown in the
Dashboard display.

2. Additional flow sources for other vSwitches

3. Email and SNMP alerting

4. Setting up additional Xangati user accounts

You can revisit these areas under the “Setup” command in the top menu bar and the
“Configure” menu item. The Xangati documentation explains each of these areas.

10. Enjoy your new Xangati appliance!
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