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About this Document  
 

What is in this Document? 
This document explains how to install and configure your appliance for use.  By following 
these instructions you will be able to install the virtual appliance, establish a basic 
configuration, and see a live, video-like representation of your network traffic. You may also 
find the Promiscuous Mode Instructions helpful in configuring your VMware environment.  
This is a separate document. 
  
 
Document Conventions 

1. The IP Address/Port/values mentioned in the software installation process are for a 
particular network. Please make the required changes according to your network. 

2. During installation anything enclosed in [ ] indicates default value/setting. You can 
make changes if required but must ensure that the format is maintained.  

3. Some screen shots may be cut short for better readability.   
4. <Enter> means hit the Enter key from the keyboard.  

 
 
 



Xangati Appliance Configuration      
 

 
Copyright Xangati, Inc. 2010  P a g e  | 4 
 

1. Introduction  
 

This document outlines the procedure to configure your Xangati virtual appliance to an 
operational state.  This involves several steps: 

1. Install the OVF file onto an ESX server or rack the physical appliance. 
2. Use the “setupip” login to perform initial IP configuration. Setupip is a one-time 

installation process which is used to configure the appliance with an IP address and 
to set the date and time. You will not need to run it subsequent to the installation. 

3. Use the “Install Wizard” to perform basic configuration. 
4. Launch the UI and verify appliance functionality. 

 
2. Installation Pre-Requisites  
 

• A copy of the Xangati virtual appliance OVF file that is accessible to the vSphere 
client machine you are using for configuration OR physical appliance 

• A VMware ESX host running v3.5 or v4.x code 
• Administrative access sufficient to install new VMs on the ESX Server 
• vCenter Server (if vCenter integration features are desired) 
 CPU RAM Disk 
Xangati for ESX 1 vCPU (500Mhz) 2GB 22GB 
Xangati Mgt Dash-
Std 

1vCPU (1.0Ghz) 4GB 105GB 

Xangati Mgt. Dash - 
Enterprise 

2vCPU (2Ghz) 8GB 208GB 

 
In addition, you will also need several bits of technical information to successfully 
complete the installation.  If you have this information on hand prior to starting, you will 
be able to get through the installation in 20-60 minutes in most cases given LAN 
connections between all devices involved. 
 

• An IP address for the Xangati Virtual Appliance 
o IP Address_________________________________ 
o Subnet Mask:_______________________________ 
o Default Gateway:____________________________ 

• A Fully-Qualified Domain Name (i.e. test.yourcompany.com) 
o FQDN:____________________________________ 
o This is mandatory to ensure proper functioning of alert emails, certificate/SSL 

processing, etc.  A short name of just “test” will NOT function correctly for all 
uses. 

• Login Information for Xangati to access your vCenter server 
o A read-only account is fine.  This allows us to learn VM-to-ESX grouping and 

display these relationships correctly in our displays. 
o Username:_______________________ 
o Password:_______________________ 
o IP Address of vCenter server___________________________
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3. Installing the OVF  
 

The steps below will load the Xangati appliance onto the ESX host. 
 

 
1. Log into vCenter or the ESX host using vSphere client.   

 
2. Select “Deploy OVF template” option from the file menu: 

 
 
3. Select the location of the Xangati OVF file you wish to install and press next: 
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4. Confirm the details of the OVF file and press “Next”: 

 
 

5. Give the appliance a display name and select the Datacenter you wish to install into: 
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6. Select the Host and/or Resource Pool you wish to install into: 

 
 
7. Select the Datastore for the appliance to use: 
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8. Select the network that the management interface of the Xangati appliance will connect 

to.  Ultimately, the vNICs for the Xangati VM must be mapped to promiscuous mode 
port groups.  This will allow us to see traffic as soon as the configuration is complete.  If 
you do not have these set up, don’t worry, this can be modified later.    If you have more 
than one interface shown, accept the defaults for the second interface as all these items 
can be reconfigured later should you desire to monitor two or more vSwitches. 

 
NOTE: Please see the application Promiscuous Mode Guide for details on how to 
configure a promiscuous mode port group for only the port that Xangati is connected 
to.   This will eliminate security issues that can occur when an entire vSwitch is placed 
in promiscuous mode.     

 
 
9. View the Summary and confirm your parameters: 

 
 

10. The Xangati appliance will be copied to the ESX server. This will take several minutes 
depending on the speed of your network: 
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11. When the setup is complete, start the virtual machine and open the console.  You will see 
a stream of bootup messages as the VM starts up for the first time. 
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4. Using Setupip  to Perform First -time Configuration  

!
1. You will see a stream of bootup messages as the appliance starts up for the first time. 

You may see some RED failure messages for Ethernet interfaces that are not yet 
configured.  You can safely ignore these as we will configure them later.  Wait for a user 
login prompt, which will appear after the appliance boot process (see below).  You may 
need to press ‘Enter’ in the terminal software application to view the prompt. 
 

 
2. Enter the login as setupip <Enter> and type the password (which is also setupip).  

3. This will display several options as shown in the screen below: 
 

 
 
• Setup appliance: use this option to setup the appliance.  
• Remove existing installation: reset to factory defaults. 
• Change existing network settings:  re-address the appliance. 
• Change time settings:  reset the system time. 
• Reboot appliance: use to reboot the appliance. 
• Shutdown appliance: use to shutdown the appliance. Once this is selected, you will have 

to press the power button to start the appliance. 
 

4. Type 1 <Enter>, to start the appliance setup. 
 
5. Enter a valid Hostname <Enter>.  

 

 
 

Note: The host name should only contain alphanumeric characters, hyphen, underscore or 
period. 

 
NOTE: You need to specify a host name that is fully qualified domain name 
(FQDN) in order to receive customer login emails, system alerts, etc.  
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6. Specify the management Ethernet interface for the appliance as “eth0”, which is the 

interface with the Ethernet cable connection. 
 

 
 

7. Input the desired IP address for the appliance; this is the IP address that will be used to 
launch the Xangati User Interface. e.g. 10.3.4.115  

 

 
 

8. Enter the subnet mask for the appliance. e.g. 255.255.0.0  
 

 
 

9. Enter the default gateway IP address for the appliance.  e.g. 10.3.0.1  
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10. The next question asks, “Do you want to configure an external address for the 
management interface?”  Most users will answer “no”.  You will only answer “yes” to 
this question if you will be using a firewall to perform a NAT translation between an 
external public address and the private internal address of the Xangati management 
interface.  If this is your configuration, the Xangati appliance must be aware of the 
external interface assigned to properly generate the management interface to remote 
users.  Follow steps “a” and “b” below if this is your situation. If all your Xangati users 
and administrators will access the appliance through a VPN connection, you can 
answer ÒnoÓ to this question. 

a. Type yes <Enter>    
b. Enter the external IP address that will be assigned to the appliance.  This will be 

the external NAT address your firewall administrator assigns to reach the Xangati 
appliance from the internet.   

 

 
 
11. Confirm your entries from above and enter “y” (yes) to continue with the network 

configuration; otherwise, enter “n” (no) to make changes or “q” (quit) to exit the 
network configuration process. On typing “y” <Enter> the configuration starts.  
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12. Wait for the appliance network configuration to complete. You may receive some RED 
error messages related to Ethernet interfaces that are not initially used.  You can ignore 
these.  Next you will be prompted to set the time and time zone of the appliance. These 
settings are used in the live monitoring views of the Xangati User Interface and in 
generated reports. Therefore, it is important to have correct date and time.  
 

13. Enter “yes” when asked, “Do you want to change the timezone?”, and then 
follow the prompt to enter the appropriate sequence of numeric values to set the desired 
time zone for the appliance. The first prompt will ask for your continent code, the second 
prompt will ask for your country code, and the third prompt will ask for the time zone 
code.  
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14. If your desired time zone settings are correct, then enter “1” (Yes) to proceed, or “2” 
(No) to repeat the time zone configuration.  The time may or may not be correct, but 
that doesnÕt matter as the next step will change the time.  As long as the time zone is 
correct you can press “1” to continue. 

 
15. Next you will be asked, “Do you want to manually change the time?” Enter 

“no”. 
 

16. “Do you want to manually set the timeserver for the appliance to 
periodically sync time?”  Enter “no” unless you have internal NTP servers.  The 
system is preconfigured with standard nist.gov timeservers and will use them. 

 
17. “Do you want to let the appliance periodically sync time with an 

auto-selected external timeserver?”  Enter “yes”.  The system will attempt to 
contact an NTP server and automatically reset the system clock.   
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18. If you wish to manually enter the time, then enter “yes” and proceed to enter the 
date/time value using the format YYYY-MM-DD HH:MM, but please refer the official 
time before submitting the time setting. (For the official U.S. time, please refer to 
http://www.time.gov.) 
 

 
 

19. Confirm that the entered time and time zone settings are “Ok”, and then enter “yes” to 
accept the changes to proceed with the install directory setup. Typing “no” will take you 
back to the time and time zone settings.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

20. To apply the network and date/time configuration, enter “yes” when prompted to reboot 
the appliance. 
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21. Wait for a few minutes for the reboot process to finish.  
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5. Using the ÒInstall WizardÓ to Complete the Configuration  
!

 
1. When the reboot has completed, open a web browser on your client machine and connect 

to your appliance IP address (as specified in step 8 above) via a secure HTTPS session 
(e.g. https://10.3.4.121 if the appliance IP address is 
10.3.4.121). 
 

2. You will receive several certificate warnings from Java and/or the browser since it is 
using a self-signed certificate similar to those below (they differ from browser to 
browser).  You can safely ignore the warnings and “Add an exception”.   
 

NOTE: To make these messages go away permanently, you can install a certificate 
issued by a major Certificate Authority after the install.  See the UserÕs Guide for 
instructions on obtaining and installing a certificate. 
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3. If you have not previously installed the Java run-time environment (Java Webstart), you 

will be prompted to do so.  This is a free download from www.java.com.  Accept the 
defaults and continue to the “Install Xangati Software” page: 

 
 

4. Select “Install Directly ” unless you are accessing the appliance through the NAT 
interface of a firewall and have configured an external address in the setupip phase of the 
configuration.  In that case you would select “Install through a firewall”. 



Xangati Appliance Configuration      
 

 
Copyright Xangati, Inc. 2010  P a g e  | 20 
 

 
5. You will get an error as Java starts up, again due to not having a valid certificate.  Accept 

the warning and the installation wizard will load: 

 
 

 
6. Login with user:  admin  password: admin 
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7. Select “Build on Appliance” and select “Continue” 

 
 
8. You will get another Java warning about the certificate.  Accept the warning and the 

installer will load: 
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9. Accept the license agreement and press “Next” 

 
 
10. Confirm that this is a fresh installation by pressing “Next” 
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11. After the Install Wizard finishes loading, you will be presented with the first screen of the 
initial setup.  During this phase of the setup there are two areas that MUST be completed 
in order to proceed – we will address them in this guide: 

1. Flow Network Devices:  How will the appliance learn about network traffic? 
2. My Network:  Which traffic will be considered “interesting” for analysis – 

typically the internal corporate address space. 

 
 

12. Press “Next” to move to “Flow Network Devices” 
 

13. Press the “Add” button to create a new flow source: 
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14. You will need to decide if you are expecting the appliance to receive flows from an 
external source (NetFlow), or if you are expecting the appliance to listen to a vSwitch in 
promiscuous mode and analyze the traffic directly (pcap). 

a) Enter a source IP address for this flow source.  This is to uniquely identify the 
flow source.  In a single vSwitch host, you can use the management IP address of 
the ESX host.  If you will be capturing from multiple vSwitches you will 
increment the Input/Output Index numbers for each successive interface you 
enable for pcap.   

b) Select “pcap” in the drop down for Flow Type.  This example will assume packet 
capture as this will be most common in a virtualized ESX environment 

c) Set the Receiving Interface to eth0.  This interface should be connected to a 
promiscuous mode port group set to VLAN 4095 (please see our Promiscuous 
Mode Guide for details) 

d) Set the Input and Output index both to “1” as per the screen shot below: 

 
 
If this is the 2nd or higher pcap source from the same Source IP address, as would be 
the case if you are using multiple vSwitches, you will increment this with each 
additional flow source you create.  (i.e. You configure a 2nd flow source for an 
additional vSwitch in your environment.  The Source IP Address remains the ESX 
Host, but the Input and Output index would both be set to “2”). 
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15.   Hit “OK”.  You will be returned to the Flow Network Devices screen.  You can enter 
more flow sources at this time, or add them after  installation is complete.  Installation 
will not finish without at least one flow source defined.  The flow source does not have to 
be currently generating traffic.  All entries made here can be changed after the installation 
completes. 

 
 
16. Select “My Network” on the left-hand menu bar: 
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17. In this step, you will define what range of addresses the Xangati appliance will analyze.  
Flow data received for addresses outside the “My Network” range of addresses will be 
ignored, so setting this correctly is important.   In this example, the 10.0.0.0 private 
network represents the corporate address space.  It will be entered in the “Include 
Subnets” dialog.  Press the “Add” button underneath “Include Subnets” to enter the 
correct value for your network and hit “Enter” to save your entry.  If you press “Add” 
again, it will reset the dialog box.  The last entry will highlight in blue. 

 
 

NOTE:  You must ensure that your vCenter server and ESX host machines are 
included in your definition for ÒMy NetworkÓ.  If you have your VMware 
infrastructure set up on a separate network, make sure that address range falls 
within your definition, or add that range as a second line to the ÒInclude SubnetsÓ 
box.  This is necessary for correct integration with vCenter and display of the 
virtual environment. 

 
18. At this stage you have completed the minimum parameters for a successful installation of 

the Xangati software.  In most VMware environments, integration with the vCenter 
server is highly desirable.   

 
Click “Identity Mapping” and check the “VMware” box and then hit “Next” 
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On the “Group Mapping” page, just hit “Next” to continue as these parameters are 
automatically adjusted. 
 

 
 
On the “VMware” tab, we will enter credentials our appliance can use to gather 
ESX host-to-VM mapping.  A read-only account will suffice as we do not write 
anything to the server.  Use the “Test” button to verify your account. 
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19. Select the “Summary” item to jump to the end and review the configuration. 
 

20. Review the configuration and go back to make any necessary changes.  Press “Finish” to 
complete the initial installation.  A progress bar will indicate that the installer is 
configuring the appliance.  This may take up to two or three minutes. 

 
 
21. When the installer has finished, you can log into your new Xangati appliance for the first 

time.  While it is finishing would be a good time to check that the mgt0 interface is 
correctly attached to a promiscuous mode vSwitch.   

 
22. If you are logged into vCenter also, you will receive another certificate warning.  If you 

are not logged into vCenter, this message will likely appear the first time you log in. Tick 
the box to install the certificate and press the “Ignore” button.  Continue to the final 
install screen: 
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23. Click “Finish” to launch the Xangati UI for the first time. 
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6. !Launch the UI and Verify the Configuration  
!

1. Continue past the certificate warnings thrown by the Java and/or the web browser and 
you will be able to select “Management User Login” on the following screen: 

 
 

2. Select “Login Directly” 
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3. Continue past another certificate warning, and the Xangati UI will load: 

 
 

4. At the login prompt, enter user: admin  password: admin to continue  
 

5. Complete the “Reset Password” dialog.   Note that special characters such as: 
[]\!@#$%^&*() are required in the password: 

 
 

6. You will have the option to load a license file if you have purchased one.  To activate the 
14-day trial, select “No”. 
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7. The User Interface will load.  If the eth0 interface is receiving packet traffic from the 
vSwitch, you will see the graphs begin to populate after about a minute.  If no traffic is 
observed, verify that the vNIC for this VM is correctly assigned to a vSwitch in 
Promiscuous mode.  See the Xangati application note on this subject for additional 
details. 

 
 
8. Congratulations!  You have successfully installed Xangati for ESX!  At this point you 

can download the full documentation from the Help menu at the top of the User Interface.  
Additional configuration can be done as per the User’s Manual.   
 

9. You will likely want to customize your configuration by adding to your initial 
configuration.  This includes: 

1.  Name mapping for DNS, Active Directory, or RADIUS.  This will allow the 
Xangati appliance to insert names in place of the IP addresses shown in the 
Dashboard display.   

2. Additional flow sources for other vSwitches 
3. Email and SNMP alerting 
4. Setting up additional Xangati user accounts 

You can revisit these areas under the “Setup” command in the top menu bar and the 
“Configure” menu item.  The Xangati documentation explains each of these areas. 
 

10. Enjoy your new Xangati appliance! 
 
 

 


